TECHnotes

SonicWALL VPN with Checkpoint 4.1 using IKE

Prepared by SonicWALL, Inc.
08/16/01

Configuring a VPN using: IKE/3DES/MDS5/PFS

Introduction: This white paper was written under the assumption that the reader already has a
basic knowledge of Checkpoint and SonicWALL firewall technologies and basic configuration.
It will require that the user has a fundamental understanding of VPN, encryption, authentication,
data integrity/hashing and key exchange. This paper was primarily written for use with
Checkpoint Firewall-1 v.4.1 SP3 (any platform) and SonicWALL firmware version 6.0.1.1.
However this white paper has also been verified to apply to Checkpoint firewalls running SP4.

Service Pack and Firmware Version Interoperability:

When running 6.0.0 series firmware, Manual Key tunnels can be run to all service pack levels
except for SP3 (SP3 disabled their manual key features). IKE tunnels can be configured to SP3
and SP4 only.

When running the 5.0.0 series firmware, manual key tunnels can be run to all service pack levels
except SP3(SP3 disabled their manual key features). IKE tunnels can be run to SP1 and SP2
only (not SP3 or SP4).

Key Considerations: There are a few key considerations that limit the options when
configuring a VPN between a Checkpoint Firewall-1 v.4.1 SP3 firewall and a SonicWALL.

» In Checkpoint’s Service Pack 3 release notes, Checkpoint declares they will no longer
support manual [PSec key exchange. Therefore IKE is the only functional key exchange
option between Checkpoint SP3 and a SonicWALL.

» When a Checkpoint IKE tunnel is configured, it requires the use of a data
integrity/hashing method (either MD5 or SHA1).

0 SonicWALLSs support both MD5 and SHA-1 as well as DES or 3DES.

0 SonicWALL’s encrypt for checkpoint option was originally made to interoperate
with Checkpoint fwl v.3.0b. Since then, all encryption methods that match up
with corresponding Checkpoint configurations should work (including
DES/3DES and MD5/SHA1).

0 There have been issues seen with Checkpoint boxes running on Solaris platform
in which aggressive mode must be turned off on the Checkpoint side for the
configuration to work. Note- Main mode has been shown to be more secure than
aggressive mode.

» The VPN tab of the SonicWALL has a renegotiate button that will can only force a
renegotiation when there is a currently agreed upon functional SA agreement. The button
is not available to force a re-negotiation after the initial negotiation fails or is broken.

Configuring the Checkpoint Firewall-1 v4.1 SP3 side:
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Since Checkpoint Firewall-1 has an object-oriented configuration GUI it is necessary to
create the objects in the security policy rules before creating the actual rules. We will

assume that a basic policy has been installed and all access, NAT and routing setups have
already been completed.

Creating Network Objects

v' Create the network objects (remote and local).
0 Go to Manage/Network Objects
0 Click on New/Network

0 Fill in the requested information for the network as shown below:
= Note- Internal and external refer to whether they are protected behind the Checkpoint

Firewall.
General I MAT | General | NAT I
Mame: [localnetwark10.11.0.24 N emote network-10.2.2.0 24
IP Asdldress: IWW— Get address 1P Address: IWZZU— Let addiess
Net Mask: IW Het Mask: W
LComment: ILocaI Metwark, Calor: I | ] j Comment: IHemole Netwark Color: I [ ] j

Location: Broadcast: Lacation: Broadcast:
|17 Intemal ¢ Extemnal |Vf5' Allowed € Disallawed |]'" Internal & External ‘ ’75' Allowed © Disallowed

Ok I Cancel I Help | oK I Cancel | Help I

= note- broadcast allowed of disallowed should be based on the networks requirements

v' Create the local and remote encryption domains as group objects.
0 Go to Manage/Network Objects
0 Click on New/Group

o0 Fill in the properties for the group object as shown below:

Group Properties = i
Marne: [localEncrypt-Domain

Comment; |Local Encryption Domain

Group Properties

Comment: [Remote Encryption Damain

Color, | I ~ Eolor: | [~
Mot in Group: In Group Mot in Group In Group
& cr-se Bl Iogsl_network-10.1.1.0_24 & oP-Enc-Dom - B remote_network102.2.0_¢
25 remote_network-10.2.2.0 B CPLAN-D.1010.0_24
] Sonic-216.217 36.135 Add > 1] cposes Aud >

5 Sonic-Enc-Dom Incal_network-10.1.1.0_2

25 Sonic-home-192.168.6.0_ < Bemave %5 laca-Enerypt-Domain < Removs

[ sonic-home-216.112.42.¢ [ sonic-216.217 36135
£ Sonichet-192.166.1680 = %5 Sonic-Enc-Dom =l

T Carcel | Hep | T3 | Carcel | Hep |

*note- be sure to include the proper objects into the encryption domain.

v" Create the local and remote firewall objects as workstation objects.
0 Go to Manage/Network Objects
0 Click on New/Workstation
o0 Fill in the property fields for the workstation object as shown below:
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Workstation Properties x| Workstation Properties

General | Intertaces | SHMP| MAT | Cetticates | PN | Authe 4 | ¥

Mame: local CPPw-1.1.1.1 e > 2|
IP Address: |1.1.1.1 Get addrsss IP Address: 2222 Get address

Comment  |Remate Sonicwall

omment: ILoca\ firgall with extemal IP address 1.1.1.1

Location: Type Lacation: Type:
’7  Host (% Gateway ‘ ’7 £ Irtemal  Extemnal ’7 € Host & Gateway

& Intemal © External ‘

Modules |

C
Modules Installed lled
’V et | I~ WPN-1 & Firewal1 Veson: [41 | _Gel

[¥ WPN-1 & Firewall1 Version:
I~ FloodGate-1 version [41 7]

41 =
I~ FloodGate-1 Versior [41 [T
41

™| Compression Wersion: I | Compression Yersion: (41 ¢

I™ Management Station Color - I Management Station Calor B -

ok | concal | Hep | 0K | ceel | Hep |

=  Note- these workstations must be clicked as Gateway objects and the Checkpoint firewall
object must be clicked as VPN-1 Firewall to enable all other needed configuration features.

0 Click on the VPN Tab and configure the VPN properties as shown below:

Workstation Properties x| Workstation Properties : x|

Genersl| Interfaces | SNMP | NaT  WPN |

General | Interfaces | SNMP | NAT | Centfcates YPN | duthe |

Eneryption schemes defined:

D omain: Encryption schemes defined: Dromair:

£ Disabled " Disabled I~ =1 Manusl PSEC
" Valid &ddresses(of Interfaces) " Walid &ddresses(of Interfaces) ~ [

& Other I~ E skip

5 remote-Encrypt-L =
™| Ezportatis for Seculemate Edit

Tratfic Cantrol Lagging:
( ¥ Turm o Traffie Contrl Logaing

& Iocal-Encrypt-Dor +

™ Ezportable for SecuRemote

I¥ Tum en Tistfic Contiol Lagaing

"Trafl\: LContral Logging: ‘

0k | Cancdd | Hep | 0K | Camel | Heb |

0 Note- For Domain, choose ‘other’ as the type and select the local encryption domain

group object in the drop down box for the remote firewall.
0 Select IKE as the Encryption Scheme defined. Then click edit to configure the VPN

properties and preshared key for the VPN as shown below:

IKE Properties x|
General |
r K.ey Negotiation Enciyption Method(s): Hash Method: -
— X
¥ ] Es ¥ MO x|
I (& cast Shared Secrets List:
™ SHAL

Peer Mame | Shared Secret |

CP-SP3 -
Sonic-216.217.36...
Edit Secrets Sonic-home-216.1...
local_CPRwW-1.1.1.1 Bemove
™ Public Key Signatures Lorfigure;
W Supports Aggresive Mode [ Supports Subnets ‘ Enter secret: 123456 Set ‘

oK. I Cancel | Help I ak | Cancel |

0 Select DES or 3DES as the encryption method.
0 Select MDS5 or SHA-1 as the Hash method.
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0 Select Preshared Key as the Authentication method
o Click edit secrets and find the opposite firewall of the one being configured

and enter a preshared secret (must contain at least 6 characters with at least 4
unique characters).

o Click OK until all the configuration boxes are gone.

Configuring the Security Policy Objects

» Create a new rule at or near the top of the policy. (It is important to have all encryption
rules at or near the top of the policy (appropriately, of course), such that the traffic is
encrypted before it is simply ‘accepted’ and allowed out.)

» This rule should include both encryption domains as both source and destination and the
action should be ‘encrypt’ as shown below.

17 10.10.10.1 - Check Point Policy Editor

=10l x|

File Edit Wew Manage Polcy Window Help

HERO % BEBSHE CEEF EFTatxoBRET R

#3 Security Policy - paper | 9 Address Translation - paper | _f-r Bandwidth Palicy - Standard I

m Source Destination Service Action Track Install On

‘@ local-Encrypt-Domain ‘@ local-Encrypt-Domain F Encryptlnn Rule (IKE)
) an Encr & local_CPRv-1.1.1.1 A
@ remate-Encrypt-Domain @ remote-Encrypt-Domain Y ] et @ ¥
Iocal_retwork-10.11.0_24 ) Any ‘@ Any ‘ PRy eccent ‘ ] local_CPRAC11.4.0 | E9) Any ‘LAN Internet Access R

Clean-up f Drap Rule
H @ Any ‘@ Any ‘@ Any ‘ O drop 2 i

4]

] local_CPRAE1 114 | B) Any

| #
10.10.10.1 [ [ [Bere| 4

“or Help, press F1

» Double click on the ‘encrypt’ action to edit the encryption properties.
» Select IKE as the form of encryption as shown below:

Encryption Propetties x|

General |

Encryption schemes defined
& &

™ [ Manual IPSEC

™ [ SkiP

™ Fz) PWT

Edit...

0K | Concel | Hep |

» Click on edit and select the appropriate encryption settings:

IKE Properties x|
General |
Transtorm:

' Enciyption + Data Integrity [ESF]
" Data Integrity Only (4H]

Encryption Algorithm: DES 2

Data Integity MD5 hd

Sllowed Peer Gateway. m remote_Son *

Iv {se Peiect Forward Seciec

0K | Concel | Hep |
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» Select the encryption algorithm (DES or 3DES) and the data integrity (MD5 or SHA-
1).

» Select the remote firewall as the allowed peer gateway

» Perfect Forwarding Secrecy can be used, but must be configured the same on both
sides. Click OK until all configuration boxes are closed.

Configuring the NAT Tab

» In most cases, the internal LAN will be accessing the Internet through a Hide-mode
NAT (also known as port address translation or many-to-one NAT). The key to
remember, is that Checkpoint performs NAT on a received packet before it sends it
through the security policy. Therefore it is necessary to create a NAT rule that tells
the firewall to not traffic that is to be encrypted.

» This is shown below, as packets to be encrypted are kept as ‘original/original.” This
should be placed above other NAT’ing rules so that packets bound for the tunnel
aren’t NAT’d first.

§7 10.10.10.1 - Check Point Policy Editor (] 1

File Edit Wiew Manage Policy Window Help

HERO I BE BSSE O EEETatxpBET LN

85 Security Policy - paper 3 Address Translation - paper | F8¥ Bandwidth Policy - Standard |

w Original Packet Translated Packet Install On

Source Destination Service Source Destination | Service
- - - - . WPM Traffic
- local_network-10.1.1.0_24 ‘ ﬁ' remote_network-10.2.2.0_24 ‘@ Ay = Original ‘ = Original ‘ = Criginal E local_CPR-1.1.1.1 (Do Mot NAT).
local_network-10.1.1.0_24 ‘@ Aty ‘@ Ay Eﬂlocal_CPFWJ 11 ‘ = Original ‘ = Original I lncal_Cpryg 191 | AN e PAT

‘or Help, press F1 |10.10.10.1 SCRL 2

Resetting the Key Exchange Times (This is CRITICAL)

» Due to IKE default incompatibilities, it is also necessary to edit the Policy/Properties
tab. Click on Policy/Properties/Encryption tab.

» Change the ‘Renegotiate IKE SA every  minutes’ entry to 10 minutes. Re-install
the policy. This change will force the re-keying to occur immediately following any
reboot of policy implementation on the Checkpoint side.
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Properties Setup : x|
HighAwailabiity | IPPoolMAT |  AccessLists |  Deskiop Securly
Secuilty Poliey | Traffic Contral | Services | Logandélert | Securty Servers
Authentication | S¥NDefender | LDAP  Enewption | ComnectConrol

 SKIP tdanual IPSEC
™ Enable Exportable SKIP
Change SKIP Session Key

SPI allocation range (hex)

Every 120 Seconds [0 for infinity)

or
Every 10465760 Biytes (0 for infirity)

IKE

Renegotiate IKE Securl ty Associal tions ever, i IT 1) minutes
Renegotiate IPSEC Security Associal tions even Y |3BDD sssss ds
oK I [ | Help

Configuring the SonicWALL Side

The SonicWALL side is relatively simple to configure. Some considerations to take into account
is the amount of traffic passing through the box (if it’s a tele/soho/XPRS/PRO) and how many
SA’s are bogging the box down.

» Begin configuring by logging in to the SonicWALL, and clicking on the VPN tab.
(We will assume the box is registered/upgraded and has a basic config).

Click on Add New SA in the first drop down menu.

Select ‘IKE using preshared secret as the [PSec Keying Mode.

Name the SA appropriately (I.E. remote to local SA).

Leave the SA enabled (not disabled).

Enter the IPSec Gateway address (The address of the Checkpoint Firewall).
Check the security policy boxes as needed to allow appropriate access.

Leave the SA Life time (secs) 28800.

Select your encryption type to match up with the Checkpoint configuration
encryption (DES or 3DES) and authentication (MD5 or SHA-1).

Enter the same shared secret as was entered on the Checkpoint configuration.
Click ‘Add a New Network.” Enter the [P address range of the Checkpoint SA
participants.

Click OK, The SA and the firewall should be updated already. (See below).

YV VV VVVVVVVY
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2l SonicWALL Administration - Microsoft Intemnet Explorer

Eo Edl Mew Faoites Jook  Help

.= . 2 B 4 Q@ @ @ B 4 . =
| Back ; S Reinsh  Home | Seach Fowoiies Wiy | Mol Pt Edt Do
| Agidvess [ ] bitpr /1152 168 1/managemert bimd =] 6o || ks
= ©Help g
SONICWALL>

ST Summary Configura HADIUS Cartiticatas

Log AddModify IPSec Security Associations

JI | Security Associaion [VPH o (FPWlspd | =
L IFSec Eeymng Mods | IKE using pre-shared secrat ®
L dean | Hame [V 1o CREW spd
_ Mbvnced_ | Disable This SA

DHEP IPSec Gateway Address [63.195.107 48

VPN

Anti-Virus Security policy
Require XAUTHRADIUS

High Avaitabiliy (ondy allows VN chents)

Enable Wndows Networkng
(HeBIOS) broadeast

Enable Perfect Forward Secrecy
Forward paclkete to remote VPMz T

1=

SA Lée nme (zec3) 28300
Encryption Methed | Encryptfor ChackPoint (ESF DES HMAL MOS) =
Shared Secret 123456
Destination Networks
Hetwork  Submet Mask |
10.10.10.0 2552552550 [ 0
Addd Morw Mirtwork.
[=|
ERgias STATUS: Ready
&] Done. B Irtemet -

Troubleshooting and Miscellaneous Tips

>

>
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The re-negotiate SA button that appears on the VPN Summary page is only available
when the SA is already sync’c up and agreed upon. .

At present time, it is much easier to troubleshoot using the dynamic log viewer of the
Checkpoint firewall.

Changing the SA re-key times will affect overhead and load on the firewall, please be
certain the firewall can handle the extra load based on what model it is and how much
NAT’d or encrypted traffic is passing through it.

SonicWALL’s ‘encrypt for checkpoint’ options were originally made to interoperate
with Checkpoint fwl v.3.0b. Since then, all encryption methods that match up with
corresponding Checkpoint configurations should work (including DES/3DES and
MDS5/SHAT1).

There have been issues seen with Checkpoint boxes running on Solaris platform in
which aggressive mode must be turned off on the Checkpoint side for the
configuration to work. Note- Main mode has been shown to be more secure than
aggressive mode.

When running 6.0.0 series firmware, Manual Key tunnels can be run to all service
pack levels except for SP3 (SP3 disabled their manual key features). IKE tunnels
can be configured to SP3 and SP4 only.

When running the 5.0.0 series firmware, manual key tunnels can be run to all service
pack levels except SP3(SP3 disabled their manual key features). IKE tunnels can be
run to SP1 and SP2 only (not SP3 or SP4).
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