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Introduction 
This technote will detail all the steps necessary to create a working IKE IPSec VPN tunnel between a 
SonicWALL device and a Cisco 3000 VPN Concentrator (formerly known as the Altiga VPN 
Concentrator). This technote assumes that both sides have static IP addresses for the external WAN 
interfaces. SonicWALL engineering has tested and validated the settings described in this technote. 
Please note that all settings and screenshots contained within this technote are taken from a SonicWALL 
TELE2 device running firmware 6.3.1.0, and a Cisco 3005 VPN Concentrator running firmware 3.5.1.0.  
 
 
Before You Begin 
SonicWALL strongly recommends using firmware release 6.3.1.0 or newer on the SonicWALL device, 
and 3.5.0.0 or newer on the Cisco 3000 VPN Concentrator.  
 
This was a problematic pairing until recent software releases for both hardware platforms; connectivity 
and renegotiation issues may occur if either side is not running the above-recommended software 
releases. 
 
Using a long SA lifetime may reduce issues with SA’s timing out and failing to renegotiate. The downside 
to doing this is that it’s inherently less secure than using standard SA lifetimes like 28,800 seconds (8 
hours) and 86,400 seconds (24 hours). For reference, the maximum lifetime for a Cisco 3000 VPN 
Concentrator SA is 2,147,483,647 seconds, and the maximum lifetime for a SonicWALL device SA is 
9,999,999 seconds. Another drawback of this method is that if one side crashes or reboots during this SA 
lifetime, it may be necessary to restart the other side to clear out the invalid SA. 
 
If the SonicWALL is the ‘IKE Initiator’, you will see this in the Cisco 3000 VPN Log: “Mismatch: Configured 
LAN-to-LAN proposal differs from negotiated proposal”. This message can be ignored. Since the 
SonicWALL now has a user-selectable keepalive mechanism for SA’s as of firmware 6.1.1.0, it will 
generally be the ‘IKE Initiator’. 
 
Most of the predefined IKE entries in the Cisco 3000 VPN use Diffie-Hellman 2 (DH2). Please take 
special care to correctly set the Diffie-Hellman (DH) group type on the SonicWALL device and the Cisco 
3000 VPN.  If the wrong defaults are used on both sides to set up a VPN tunnel, it may result in the ability 
to initiate a tunnel from the Cisco 3000 VPN to the SonicWALL device, yet be unable to initiate a tunnel 
from the SonicWALL device to the Cisco 3000 VPN. 
 
By default, the Cisco 3000 VPN Concentrator will use 86,400 seconds for ‘IKE’ and the ‘L2L IPSec SA’ 
lifetimes and is customizable for both phases, but the SonicWALL device will use 28,800 seconds by 
default for both SA lifetimes (you can’t set different lifetimes for the two phases). This disparity in the 
lifetimes will cause problems if not changed to match on both sides. 
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SonicWALL Setup 

1. Log into the SonicWALL’s Management GUI using a current web browser, such as Microsoft IE 
5.5 or Netscape 6.2. 

2. Click on the ‘VPN’ button on the left side, and then click on the ‘Configure’ tab along the top. 
3. From the ‘Security Association’ drop-down box, choose “-Add New SA-’”. 
4. From the ‘IPSec Keying Mode’ drop-down box, choose “IKE using Preshared Secret”. 
5. In the ‘Name’ field, enter a unique name for your tunnel to the Cisco VPN Concentrator. 
6. In the ‘IPSec Gateway Address’ field, enter the static IP address of the ‘Public’ interface of the 

Cisco 3000 VPN Concentrator. 
7. From the ‘Phase 1 DH Group’ drop-down box, choose “Group 1”. 
8. In the ‘SA Life time (secs)’ field, enter in the security association lifetime in seconds you wish to 

use for the VPN tunnel to the Cisco 3000 VPN Concentrator.  
9. From the ‘Phase 1 Encryption/Authentication’ drop-down box, choose “3DES & MD5”. 
10. From the ‘Phase 2 Encryption/Authentication’ drop-down box, choose “Strong Encrypt and 

Authenticate (ESP 3DES HMAC MD5)”. 
11. In the ‘Shared Secret’ field, enter in the shared secret you wish to use for the VPN tunnel to the 

Cisco 3000 VPN Concentrator. 
12. Choose the ‘Specify Destination Networks Below’ radio button. 
13. Click on the ‘Add New Network…’ button. 
14. In the pop-up screen that appears, enter in the subnet and mask that are behind the ‘Private’ 

interface of the Cisco 3000 VPN Concentrator (you may need to use the ‘Add New Network..’ 
button multiple times if there are multiple subnets) and then click on the ‘Update’ button when you 
are done. 

15. Click on the ‘Advanced Settings…’ button. 
16. In the pop-up screen that appears, check the ‘Enable Keep Alive’ box and then click on the ‘OK’ 

button when you are done. 
17. Click on the ‘Update’ button in the lower-right-hand of the screen to save all changes. 
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SonicWALL Device Screenshots 
 
 
Sample of IPSec Security Association to Cisco 3000 VPN Concentrator (top half): 
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Sample of IPSec Security Association to Cisco 3000 VPN Concentrator (bottom half): 
 

 
 
 
Sample of ‘Add New Network’: 
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Sample of ‘Advanced Settings’: 
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Cisco 3000 VPN Concentrator Setup 

1. Log into the Cisco 3000 VPN Concentrator’s Management GUI using a current web browser, 
such as Microsoft IE 5.5 or Netscape 6.2. 

2. Navigate to the ‘Configuration/System/Tunneling Protocols/IPSec/IKE Proposals’ section. 
3. Click on the ‘Add’ button. 
4. In the ‘Proposal Name’ field, enter in “sonicwall”. 
5. From the ‘Authentication Mode’ drop-down box, choose “Preshared Keys”. 
6. From the ‘Authentication Algorithm’ drop-down box, choose “MD5/HMAC-128”. 
7. From the ‘Encryption Algorithm’ drop-down box, choose “3DES-168”. 
8. From the ‘Diffie-Hellman Group’ drop-down box, choose “Group 1 (768-bits)”.  
9. From the ‘Lifetime Measurement’ drop-down box, choose “time”. 
10. In the ‘Time Lifetime’ field, enter in enter in the security association lifetime in seconds you wish 

to use for the VPN tunnel to the SonicWALL device. 
11. Click on the ‘Add’ button. 
12. Choose this new “sonicwall” proposal you’ve just created from the ‘Inactive Proposals’ section, 

and then click on the ‘<<Activate’ button to move it to the ’Active Proposals’ section. 
13. Navigate to the ‘Configuration/System/Tunneling Protocols/IPSec/LAN-to-LAN’ section. 
14. Click on the ‘Add’ button. 
15. In the ‘Name’ field, enter in a unique name for your tunnel to the SonicWALL device. 
16. From the ‘Interface’ drop-down box, choose the ‘Public’ interface. 
17. In the ‘Peer’ field, enter in enter the static IP address of the ‘WAN’ interface of the SonicWALL 

device. 
18. From the ‘Digital Certificate’ drop-down box, choose “None (Use Preshared Keys)”. 
19. In the ‘Preshared Key’ field, enter in the shared secret you wish to use for the VPN tunnel to the 

SonicWALL device. 
20. From the ‘Authentication’ drop-down box, choose “ESP/MD5/HMAC-128”. 
21. From the ‘Encryption’ drop-down box, choose “3DES-168”. 
22. From the ‘IKE Proposal’ drop-down box, choose “sonicwall”. 
23. From the ‘Routing’ drop-down box, choose “None”. 
24. From the ‘Local Network Network List’ drop-down box, choose ‘Use IP Address/Wildcard-mask 

below’; please note that if you have multiple subnets behind the ‘Private’ interface, you may first 
have to create a  ‘Network List’ object from the ‘Configuration/Policy Management/Traffic 
Management/Network Lists’ section to use instead. 

25. In the ‘Local Network IP Address’ field, enter in the subnet behind the ‘Private’ interface. 
26. In the ‘Local Network Wildcard mask’ field, make sure the wildcard mask it auto-creates is 

correct, and adjust accordingly. 
27. From the ‘Remote Network Network List’ drop-down box, choose ‘Use IP Address/Wildcard-mask 

below’; please note that if you have multiple subnets behind the SonicWALL’s ‘LAN’ interface, 
you may first have to create a  ‘Network List’ object from the ‘Configuration/Policy 
Management/Traffic Management/Network Lists’ section to use instead. 

28. In the ‘Remote Network IP Address’ field, enter in the IP subnet behind the SonicWALL’s ‘LAN’ 
interface. 

29. In the ‘Remote Network Wildcard mask’ field, make sure the wildcard mask it auto-creates is 
correct, and adjust accordingly. 

30. Click on the ‘Add’ button. 
31. At this point a confirmation screen will appear – click on the ‘OK’ button to create the VPN tunnel 
32. Navigate to the ‘Configuration/Policy Management/Traffic Management/SAs’ section. 
33. Select the IPSec SA to the SonicWALL Device (it will begin with “LTL:” and have the name you 

specified in step 4 above) and click on the ‘Modify’ button. 
34. In the ‘Time Lifetime’ field, adjust the existing time to match the security lifetime you had specified 

above in step 10 above. 
35. Click on the ‘Apply’ button to save the changes. 
36. In the upper-right-hand corner of the screen, click on the ‘ ’ link to save all 

changes to the startup configuration of the Cisco 3000 VPN Concentrator. 
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Cisco 3000 VPN Concentrator Screenshots 
 
 
Sample of Custom IPSec IKE Proposal: 
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Sample of IPSec LAN-to-LAN Setup (top half): 
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Sample of IPSec LAN-to-LAN Setup (bottom half): 
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Sample of Configured SA: 
 

 


