TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL

Devices and NetScreen Devices
Prepared by SonicWALL, Inc.
8/14/2002

Introduction

This technote will detail all the steps necessary to create a working IKE IPSec VPN tunnel between a
SonicWALL device and a NetScreen device. This technote assumes that both sides have static IP
addresses for the external WAN interfaces, and that the devices have been pre-configured with unique
LAN and WAN IP addresses, as well as default IP routes. SonicWALL engineering has tested and
validated the settings described in this technote. Please note that all settings and screenshots contained
within this technote are taken from a SonicWALL TELE3 device running firmware 6.3.1.0, and a
NetScreen 5XP device running firmware 3.0.3r2.0.

Before You Begin

SonicWALL strongly recommends using firmware release 6.3.1.0 or newer on the SonicWALL device,
and 3.01 or newer on the NetScreen device. Customers with new SonicWALL devices, or devices under
a current support contract, can download the newest firmware from the https://www.mysonicwall.com
customer site.

Using a longer SA lifetime may reduce issues with SA’s timing out and failing to renegotiate. The
downside to doing this is that it's inherently less secure than using standard SA lifetime like 28,800
seconds (8 hours). For reference, the maximum lifetime for a NetScreen SA is 2,147,483,648 seconds,
and the maximum lifetime for a SonicWALL device SA is 9,999,999 seconds. Since the SA lifetimes must
match, this means that the longest SA lifetime for a SonicWALL-to-NetScreen VPN tunnel would be
9,999,999 seconds (166,666 hours). One drawback of this method is that if one side crashes or reboots
during this SA lifetime, it may be necessary to restart the other side to clear out the invalid SA.

Since the SonicWALL now has a user-selectable keepalive mechanism for SA’s as of firmware 6.1.1.0, it
will generally be the ‘IKE Initiator’. This option has proven useful in many environments where
SonicWALLs have a VPN tunnel to a third-party device.

Please take special care to correctly set the Diffie-Hellman (DH) group type on the SonicWALL device
and the NetScreen device. If the wrong defaults are used on both sides to set up a VPN tunnel, it may
result in the ability to initiate a tunnel from the NetScreen device to the SonicWALL device, yet be unable
to initiate a tunnel from the SonicWALL device to the NetScreen device.

Caveats
There are four caveats when attempting to establish a VPN tunnel between a SonicWALL device and a
NetScreen device. Please note the following before you begin:

1. You can only use pre-shared keys as the VPN tunnel setup authentication mechanism.

Since SonicWALL devices use its “SA Lifetime” field for both phase one and phase two
negotiations, you must take care use the same time for both the ISAKMP and IPSEC fields in the
NetScreen device.

3. Do not use the “group” feature to combine multiple LAN IP subnet address book entries on the
NetScreen device when creating a VPN Policy. You will need to create a separate Policy for each
LAN IP subnet of the NetScreen.

4. The SonicWALL device will periodically log the following message: “IPSec packet from an illegal
host”. This message is related to the proprietary dead-peer detection routine the NetScreen
device runs, and can be safely ignored.
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Example SonicWALL Setup
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Log into the SonicWALL’s Management GUI using a current web browser, such as Microsoft IE
5.5 or Netscape 6.2.

Click on the VPN’ button on the left side, and then click on the ‘Configure’ tab along the top.
From the ‘Security Association’ drop-down box, choose “-Add New SA-".

From the ‘IPSec Keying Mode’ drop-down box, choose “IKE using Preshared Secret”.

In the ‘Name’ field, enter a unique name for your tunnel to the NetScreen device.

In the ‘IPSec Gateway Address’ field, enter the static IP address of the ‘Public’ interface of the
NetScreen device.

From the ‘Phase 1 DH Group’ drop-down box, choose “Group 2”.

In the ‘SA Life time (secs)’ field, enter “86400”

From the ‘Phase 1 Encryption/Authentication’ drop-down box, choose “3DES & SHA1”.

. From the ‘Phase 2 Encryption/Authentication’ drop-down box, choose “Strong Encrypt and

Authenticate (ESP 3DES HMAC SHA1)”.

. In the ‘Shared Secret’ field, enter in the shared secret you wish to use for the VPN tunnel to the

NetScreen device.

Choose the ‘Specify Destination Networks Below’ radio button.

Click on the ‘Add New Network...” button.

In the pop-up screen that appears, enter in the subnet and mask that are behind the ‘Private’
interface of the NetScreen device (you may need to use the ‘Add New Network..” button multiple
times if there are multiple subnets) and then click on the ‘Update’ button when you are done.
Click on the ‘Advanced Settings...’ button.

In the pop-up screen that appears, check the ‘Enable Keep Alive’ box and then click on the ‘OK’
button when you are done.

Click on the ‘Update’ button in the lower right hand of the screen to save all changes.

NOTE: Values can and will be different depending upon your networking environment. The above
steps use example data — you will need to substitute your network values where necessary.
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SonicWALL Device Screenshots

Example of IPSec Security Association to NetScreen device (top half):

-7} SonicWALL Administration - Microsoft Internet Explorer =& x|
J File Edit “iew Favorites Tools Help ﬁ
J o Back -~ = - @ Zat | @Saarch (] Favorites @H\slow ‘ %v = - @ ‘g

Jﬁgdress I@ hittp://192.168.5.1/management. html j 6o
J Links 4] Customize Links &) Free Hotmail & Windows Media &1 Windows @Free A0L & Unlimited Internet

Summary Configure Authentication Service I Local Cerfificates i CA Certificates
Log | AddModify IPSec Secwity Associations
Filter | ; 5 I I
Secunty Association |tonetscreen |
Tools

IPSec Eeying Mode I\KE using Preshared Secret B

&I MName Itcmelscreen
__Mduanced | Disable This 54

DHCP | IPSec Gateway Address IW

VPN

aativing | | Security policy
MI Phase 1 DH Group Im
S4 Life time (secs) [5500 |

Phase 1 Encryption/Authentication lm

Phase 2 Encryption/Authentication | Strong Encrypt and Authenticate (ESP 3DES HMAC SHAT) j

Shared Secret Ihe\lothere

Destination Networks
© Tlse this 54 as defavlt route for all Internet traffic
€ Destination network obtains [P addresses usine DHCP throush this SA |
Logout STATUS: The configwration has been updated
|&] Dore lili‘e Internet
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Example of IPSec Security Association to NetScreen device (bottom half):

7} SonicWALL Administration - Microsoft Internet Explorer =] x|

J Fle Edit “ew Favoites Tools Help ﬁ

J Back v = - () ot | QlSearch (5] Favortes 4 Histay ‘ e S - o
| Address |@ hitp://192.168.5.1/management html -] 6o
J Links @ Customize Links @ Free Hotmail @ Windows Media @ Windows @Free AQL & Unlimited Internet
FPhase < EncryphonfAuthenbication [=trong Encrypland Authenficale (ESF JDES AMAT SHATT ] [<]
Fam— Shared Secret Ihe\lothere
General | Destination Networks
LI © Tse this 54 as default route for all Internet traffic
Filter | © Destination network obtains [P addresses using DHCP through this SA
Tools & Specify destination networks below
Network Subnet Mask
Access | - _—

152 168.50.0 2552552550 r

Advanced |
DHCP | Add New Network.. |

VPN
Anti-Virus |
High Availability | Advanced Settings |

Delete This SA |

Update | Reset

Logout STATUS: The configuration has been updated

@] Dore I_I_‘O Internet

Example of ‘Add New Network’:

} VPN Destination Network - 0] =]

Edit VPN Destmation Network

Networlk [192.168.50.0
Subnetmask  [255.255.255.0

Update J

Cancel
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Example of ‘Advanced Settings’:

3 VPN Advanced Settings - Microsoft Internet Explorer
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NetScreen Device Setup

NetScreen’'s VPN setup is considerably more complex than the one-screen setup that SonicWALL
devices use. To get a working, bi-directional VPN tunnel established on a NetScreen device, you must do
the following tasks in precise order:

Create local LAN IP subnet object in the ‘Address Book — Trusted’ section (may exist already)
Create remote LAN IP subnet object in the ‘Address Book — Untrusted’ section

Create a custom Phase One policy in the ‘VPN’ section

Create a custom Phase Two policy in the ‘VPN’ section

Create a Gateway object in the ‘VPN’ section

Create an AutoKey IKE object in the ‘VPN’ section

Create an Outgoing access rule in the ‘Policy’ section

Create a Incoming access rule in the ‘Policy’ section

Sequence

1.

2.

Log into the NetScreen device’s Management GUI using a current web browser, such as
Microsoft IE 5.5 or Netscape 6.2.

Click on the ‘Address’ button and then the ‘Trusted’ tab. There should be an object labeled
‘Internal’ containing the LAN IP subnet. If not, click on the ‘New Address’ link at the bottom. In the
‘Address Name’ field, enter in “Internal”. In the ‘IP Address/Domain Name field’, enter in the
NetScreen device’s LAN IP subnet. In the ‘Netmask’ field, enter in the subnet mask for the
NetScreen device’s LAN IP subnet. Next to ‘Location’, select the ‘Trust’ radio button. Then, click
on the ‘OK’ button to save.

Click on the ‘Address’ button and then the ‘Untrusted’ tab. Click on the ‘New Address’ link at the
bottom. In the ‘Address Name’ field, enter in “sonicwall”. In the “IP Address/Domain Name” field,
enter in the SonicWALL device’s LAN IP subnet. In the “Netmask” field, enter in the subnet mask
for the SonicWALL device’s LAN IP subnet. Next to ‘Location’, select the ‘Untrust’ radio button.
Then, click on the ‘OK’ button to save.

Click on the ‘VPN’ button and then the ‘P1 Proposal’ tab. Click on the ‘New Phase 1 Proposal’ link
at the bottom. In the ‘Name’ field, enter in “sonicwall”. From the ‘Authentication Method’ drop-
down box, select “Preshare”. From the ‘DH Group’ drop-down box, select “Group 2”. From the
‘Encryption Algorithm:” drop-down box, select “3DES-CBC”. In the ‘Lifetime’ field, enter in “86400”
and then select the “Sec” radio button directly under the field. Then, click on the ‘OK’ button to
save.

Click on the ‘VPN’ button and then the ‘P2 Proposal’ tab. Click on the ‘New Phase 2 Proposal’ link
at the bottom. In the ‘Name’ field, enter in “sonicwall”. From the ‘Perfect Forward Secrecy’ drop-
down box, select “NO-PFS”. Under ‘Encapsulation’, select the ‘Encryption (ESP)’ radio button.
From the ‘Encryption Algorithm’ drop-down box, select “3DES-CBC”. From the ‘Authentication
Algorithm’ drop-down box directly under that, select “SHA-1”. In the ‘Lifetime — In Time’ field,
enter in “86400” and then select the “Sec” radio button directly under the dialog box. Then, click
on the ‘OK’ button to save.

Click on the ‘VPN’ button and then the ‘Gateway (P1)’ tab. Click on the ‘New Remote Tunnel
Gateway’ link at the bottom. In the ‘Gateway Name’ field, enter in “tosonicwall”. Under ‘Remote
Gateway’ choose the ‘Static IP Address’ radio button. In the ‘Static IP Address — IP Address’ field,
enter in the WAN [P of the remote SonicWALL device. Next to ‘Mode (Initiator)’, select the “Main
(ID Protection)” radio button. From the first ‘Phase 1 Proposal’ drop-down box, select “sonicwall”.
In the ‘Preshared Key’ field, enter in the shared secret you wish to use for the VPN tunnel to the
SonicWALL device. Then, click on the ‘OK’ button to save.
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7. Click on the ‘VPN’ button and then the ‘AutoKey (P2) tab. Click on the ‘New AutoKey IKE Entry’
link at the bottom. In the ‘Name’ field, enter in “tosonicwall”. Next to ‘Enable Replay Detection’,
check the box labeled ‘Enable’. From the ‘Remote Gateway Tunnel’ drop-down box, select
“tosonicwall”. From the first ‘Phase 2 Proposal’ drop-down box, select “sonicwall”. Next to ‘VPN
Monitor’, check the box labeled ‘Enable’. Then, click on the ‘OK’ button to save.

8. Click on the ‘Policy’ button and then the ‘Outgoing’ tab. Click on the ‘New Policy’ link at the
bottom. In the ‘Name (optional)’ field, enter in “tosonicwall’. From the ‘Source Address’ drop-
down box, select “Internal”’. From the ‘Destination Address’ drop-down box, select “sonicwall”.
From the ‘Service’ drop-down box, select “ANY”. Next to ‘NAT’, select the “Off’ radio button.
From the ‘Action’ drop-down box, select “Tunnel”. From the VPN Tunnel’ drop-down box, select
“tosonicwall”. Check the box next to ‘Modify matching incoming VPN policy’. Check the box next
to ‘Logging’. Check the box next to ‘Counting’. Next to ‘Traffic Shaping’, select the “Off’ radio
button. Then, click on the ‘OK’ button to save.

9. Click on the ‘Policy’ button and then the ‘Outgoing’ tab. You will need to move this new policy so
that it runs before the default rule. In the rule with ‘Source — Internal’ and ‘Destination — sonicwall’,
click on the opposing-arrows symbol to the right and move it before the Policy ID of the default
rule. You may need to do the same for the ‘Incoming’ tab.
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NetScreen device Screenshots

Example of ‘Address Book — Trusted'’:

3} NetScreen Administration Tools - Microsoft Internet Explorer =] x|

J File Edit “iew Favorites Tools Help ﬁ
J Back - = - Zat | QU Search [ Favortes 4 Histary ‘ Hra -2

| Address [ &1 hip:/#192.168.50.1 Aayout himi6,1,1 ] @60
JL\nks &) Customize Links &1 Free Hotmail &7 Windows Media &7 Windows @FreeADL&UnlimilEdInlernel

NETSCREEN"-5XP elp support  ® about

System
ADDRESS CONFIGURATION

Netvrork
T —
1 Address Name Internal
e IP Address/Domain Name IWQZ.‘IEB.SD.D
Certificate
Lists
Netmask |255 255.255.0
Comment I
Location & Trust  Untrust
Monitor
|
1 OK Cancel
Counters -
Copyright @ 1998-2002
NetSoreen Technologies Inc.
All rights resenved.
|@ Go to the Trusted Addiesses Configuration ,7’7 ‘0 Internet
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Example of ‘Address Book — Untrusted'’:

7} MetScreen Administration Tools - Microsoft Internet Explorer =] x|

J Fle Edit “ew Favoites Tools Help ﬁ

J Back v = - () ot | QlSearch (5] Favortes 4 Histay ‘ S W - o
JAgdrEss I@ hitp:/#192.168.50.1 Aayout himl*8,1.1 j o
J Links @ Customize Links @ Free Hotmail @ Windows Media @ Windows @Free AQL & Unlimited Internet

NETSCREEN'-5XP

System
ADDRESS CONFIGURATION

Configure

Interface

Network

Address Name Isonicwall

IP Address/Domain Name [192.168.5.0
Netmask W
Comment ISUnchALL LAM
Lacation O Trust @ Untrust

Cancel |

Copyright @ 19082002
MetSoreen Technologies Inc.
All rights resenied

|@ Go to the Untusted Addresses Configuration ’_ ’_ ‘O Internet
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Example of ‘P1 Proposal’:

3 NetScreen Administration Tools - Microsoft Internet Explorer == x|
J Fle Edit “iew Favorites Tools Help ﬁ
J Back + = - ) 7t | Qi Search  [G]Favortss 4 Histoy ‘ B o

| Addess [#] hitp:/A192168.50.1/lsyout htmi*6,1.1 =] @Be

J Links 4] Customize Links 4] Free Hotmail & Windows Media &7 Windows @Free AOL & Unlimited Internet

NETSCREEN'-5XP

System
PHASE 1 PROPOSAL CONFIGURATION

Name
Authentication Method

DH Group
Encryption & Data Integrity
Encryption Algorithm:

Hash algorithm:

Lifetime:

Isonicwaﬂ
IPreshﬁre S
I Group 2 'I

|3DES-CEC 'I
ISHA—T 'I
|BE4DD

& gec O Min C Hours © Days

Cancel

Copyright @ 1988-2002
MetSereen Technologies Inc.
All rights resened.

|@ Go to the Propozal 1 Configuration

Page 10 of 14

’_ ’_ | Intermet

SONICWALL>



TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL Devices and RedCreek Ravlins

Example of ‘P2 Proposal’:

3 NetScreen Administration Tools - Microsoft Internet Explorer == x|
J Fle Edit “iew Favorites Tools Help ﬁ
J Back + = - ) 7t | Qi Search  [G]Favortss 4 Histoy ‘ B o

| Addess [#] hitp:/A192168.50.1/lsyout htmi*6,1.1 =] @Be

J Links 4] Customize Links 4] Free Hotmail & Windows Media &7 Windows @Free AOL & Unlimited Internet

NETSCREEN'-5XP

System

PHASE 2 PROPOSAL CONFIGURATION

Copyright @ 1988-2002
MetSereen Technologies Inc.

All rights reserved.

Name
Perfect Forward Secrecy
Encapsulation
& Encryption (ESP)
Encryption Algorithm
Authentication Algorithm
€ Authentication Only (AH)
Authentication Algorithm

Lifetime

In Time

In Kbytes

Isonicwa\l
[NoPFS =

|3DES-CE|C e
ISHA—T 'l
IMDS 'l

86400
@ Sec O Min O Hours O Days

IU Kbytes

OK. | Cancel

|@ Go to the Propozal 2 Configuration
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Example of ‘Gateway’:

a MetScreen Administration Tools - Microsoft Internet Explorer

J Fle Edit “iew Favorites Tools Help

J Back + = - ) 7t | Qi Search  [G]Favortss 4 Histoy ‘ B o
| Addess [#] hitp:/A192168.50.1/lsyout htmi*6,1.1 -] e
JL\nks &1 Customize Links €] Free Hotmall &7 Windows Media &7 Windows @FreeADL&Unlimitedlnlemel

NETSCREEN'-5XP

System
REMOTE TUNNEL GATEWAY CONFIGURATION

Gateway Name tosanicwall
Remote Gateway

# Static IP Address IP Address |192.168.60.200
Peer ID l— {optional)

' Dynamic IP Address Peer ID
' Dialup User User/Group |MNaone 'I
Mode (Initiator) & Main {ID Protection) © Aggressive
Phase 1 Proposal
sonicwall j none j
none =][none |

Preshared Key ——
Local ID [optional)

=
) Nat-traversal [ Enable
Netsemeen Tethnalogles e UDP Checksum I Enable
Al rights resenved. Keepalive frequency ID Seconds (0~20 Sec)
Heartbeat
Helln 0 Seconds (0~3600 Sec)
Reconnect 0 Seconds (60~32767 Sec) |
&7 G to the Propazal 2 Carfiguration [ [ intemer

Page 12 of 14

SONICWALL>



TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL Devices and RedCreek Ravlins

Example of ‘AutoKey IKE Entry’:

3 NetScreen Administration Tools - Microsoft Internet Explorer == x|
J Fle Edit “iew Favorites Tools Help ﬁ
J Back + = - ) 7t | Qi Search  [G]Favortss 4 Histoy ‘ B o

| Addess [#] hitp:/A192168.50.1/lsyout htmi*6,1.1 =] @Be
J Links 4] Customize Links 4] Free Hotmail & Windows Media &7 Windows @Free AOL & Unlimited Internet

NETSCREEN'-5XP

SDALTT AUTOKEY IKE CONFIGURATION

Name |tosomcwal\

Enable Replay Protection W Enable

Remote Gateway Tunnel tosanicwall 'I List @ateways

Phase 2 Proposal sanicwall e
none M
none M

VPN Monitor V| Enable

Transport Mode [T Enable (For L2TP-over-IPSec only)

Col 2o ¥PN Group MNone 'I Weight ID
concel |

Copyright @ 1988-2002
MetSereen Technologies Inc.
All rights resened.

3] ’_ ’_ | Intermet
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Example of ‘Policy’:

‘3 NetScreen Administration Tools - Microsoft Internet Explorer == =]
J File Edit “iew Favorites Tools Help ﬁ
J = Back - = - @ at | @Search (] Favorites @H\slow ‘ %- = . - ‘g

| Address |1 hitp://192.168.50.1ayout himl*6.1.1 o] 6o

J Links 4] Customize Links 4] Fres Hotmail &) Windows Media &1 Windows @Free AOL & Unlimited Internet

NETSCREEN-5XP

System PoLicy CONFIGURATION

Name (optional) Itusclmcwall

Netvrork
Source Address |Internal S
Destination Address |sonicwall 'I

Service |ANY o
NAT & off
© on | C DIP Off
' DIP On

Action |Tunnel =
VPN Tunnel [tosonicwall =

| Modify matching incoming YPN policy

L2TP |Maone ©

Copyright @ 19952002 Authentication [
NetScreen Technologies Inc.
All rights resenved. Logging W Enable Counting M Enable

Alarm Threshold [0 Bytes/sec |0 KBytes/Min
Schedule |Mone *

Traffic Shaping & off

|@ Go to the Dutgoing Tralfic Contral Configuration '_’_ ‘Q Internet
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