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Introduction
This technote will detail all the steps necessary to create a working IKE IPSec VPN tunnel between a
SonicWALL device and Netgear FVS318 Firewall/VPN device.

Please note that that both the SonicWALL and the Netgear FVS318 device must have static WAN IP
addresses in order to set up a VPN tunnel between the two. SonicWALL engineering has tested and
validated the settings described in this technote. Please note that all settings and screenshots contained
within this technote are taken from a SonicWALL device running firmware 6.4.0.0, and a Netgear FVS318
device running firmware 1.2.

Before You Begin (PLEASE READ)

SonicWALL recommends using firmware release 6.4.0.0 or newer on the SonicWALL device, and
firmware release 1.2 on the Netgear FVS318 device. Customers with new SonicWALL devices, or
devices under a current support contract, can download the newest firmware from the
https://www.mysonicwall.com customer site. Netscreen customers can download the newest firmware for
the FVS318 device from the http://www.netgear.com site.

SonicWALL recommends using the ‘Enable Keep Alive’ feature for any VPN tunnel to a Netgear FVS318
device. This option has proven useful in many environments where SonicWALLs have a VPN tunnel to a
third-party device, and cuts down on the number of rekeying issues.

Caveats
There are a number of caveats to consider when attempting a VPN tunnel between a SonicWALL device
and a Netgear FVS318 device. Please note the following before you begin:
= Since SonicWALL devices use its “SA Lifetime” field for both phase one and phase two
negotiations, you must take care use the same time for both the ISAKMP and IPSEC fields in the
Netgear FVS318 device.
= The methods of Dead Peer Detection for SonicWALL devices and Netgear FVS318 devices are
not compatible. Make sure that Dead Peer Detection is deactivated on the SonicWALL device; if it
is not deactivated, it may cause problems.
= The NAT traversal functionality in SonicWALL cannot be used with Netgear FVS318 devices.
Make sure that NAT Traversal is deactivated on the SonicWALL device, if it is not deactivated, it
may cause problems.
= The Netgear FVS318 device allows the admin to define the IKE Identity it sends, and the IKE
Identity it expects from the peer device. If these are not set correctly, the VPN tunnel will not
establish.
= The Netgear FVS318 does not allow the user to select the hashing mechanism — it automatically
sends both MD5 and SHA-1 for all IKE/IPSec negotiations.
= The Netgear FVS318 does not allow the user to select the DH Group when doing a Main Mode
negotiation — it automatically uses DH Group 2.
= The Netgear FVS318 does not allow the user to specify different encryption protocols for phase
one and phase two — a single drop-down box is used for both.
= [f the Netgear FVS318 has a dynamically obtained WAN IP address, it will not be possible to set
up a VPN tunnel to the SonicWALL device, due to the way the Netgear FVS318 calculates the
initialization vector for phase two. This is a Netgear issue and cannot be addressed by
SonicWALL.
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Scenario One: SonicWALL with static WAN IP address, Netgear FVS318 with
static WAN IP address

This connection scenario requires that both sides have static WAN IP addresses.

SonicWALL Device Setup (6.4.0.0 firmware)

1.

N

Noo ks

8.
9.

10.
11.
12.

13.
14.
15.
16.

17.
18.

19.

Log into the SonicWALL’s Management GUI using a current web browser, such as Microsoft |IE
5.5 or Netscape 6.2. This can be reached at ‘http://x.x.x.x'management.html’ (replace x.x.x.x with
the LAN IP of your SonicWALL device).

Click on the ‘VPN’ button on the left side, and then click on the ‘Summary’ tab along the top.
Unclick the checkboxes next to ‘Enable NAT Traversal’ and ‘Enable IKE Dead Peer Detection’.
Click on the ‘VPN’ button on the left side, and then click on the ‘Configure’ tab along the top.
From the ‘Security Association’ drop-down box, choose “-Add New SA-".

From the ‘IPSec Keying Mode’ drop-down box, choose “IKE using Preshared Secret”.

In the ‘Name’ field, enter a unique name for your VPN tunnel to the Netgear FVS318 device.

In the ‘IPSec Gateway Address’ field, enter the static IP address of the WAN interface of the
Netgear FVS318 device.

From the ‘Exchange’ drop-down box, choose “Main Mode”.

From the ‘Phase 1 DH Group’ drop-down box, choose “Group 2”.

In the ‘SA Life time (secs) field, enter “28800”

From the ‘Phase 1 Encryption/Authentication’ drop-down box, choose “3DES & MD5”.

From the ‘Phase 2 Encryption/Authentication’ drop-down box, choose “Strong Encrypt and
Authenticate (ESP 3DES HMAC MD5)".

In the ‘Shared Secret’ field, enter in the shared secret you wish to use for the VPN tunnel to the
Netgear FVS318 device

Choose the ‘Specify Destination Networks Below’ radio button.

Click on the ‘Add New Network...’ button.

In the pop-up screen that appears, enter in the subnet and mask that are behind the LAN
interface of the Netgear FVVS318 device, and click on the ‘Update’ button when you are done.
Click on the ‘Advanced Settings..."” button.

In the pop-up screen that appears, check the ‘Enable Keep Alive’ box and the “Try to bring up all
possible SAs’ checkbox below it, and then click on the ‘OK’ button when you are done.

Click on the ‘Update’ button in the lower right hand of the screen to save all changes.

NOTE: Values can and will be different depending upon your networking environment. The
above steps use example data — you will need to substitute your network values where necessary.

Page 2 of 9

SONICWALL>



TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL Devices and Netgear FVS318 Devices

SonicWALL Device Screenshot, VPN Summary Tab:

3 SonicWALL Administration - Microsoft Internet Explorer

=& x]

File  Edit ¥iew Favoites Tools Help

A Back - o= - @ ) | QSealch (3] Favorites @Med\a @ ‘ %v = -

Address I@ hittp: 44192, 168.40.1 Amanagement. html

Links @j Customize: Links @ Free Haotrail @Winduws Media @Windows

Summary Cenfigure

Log | Global VPN Settings
Fiter | Uniee Firevwall Tdentifier [1040100FCD42
¥ Enable VP

AT [T Disable all VPN Windows MNetworking (IMetBIOS) broadcast
$I ¥ Enable Fragmented Packet Handling

ﬂl [T Enable NAT Traversal
&I Eeep Alive interval (seconds) |240
VPN [T Enable IKE Dead Peer Detection
Anti-Virus | Dead Peer Detection Interval (seconds) IBU—
High Availability | Failure Trigaer Level (missed heartbeats) i

VPN Bandwidth Management

Settings below will not take effect until enabled on A dvanced Ethernet page
[ Enable VFN Bandwidth Management

VPN guaranteed bandwidth ID 0o Ebps
WP mazmum bandwadth ID Qoo Ebps
WP bandwidth priority ID highest [

-l
Logout STATUS: The log was cleared
|§1 Done ’_’_’_ & Intemnet
Page 3 of 9

SONICWALL>



TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL Devices and Netgear FVS318 Devices

SonicWALL Device Screenshot, VPN Configure Tab, Top:

3 SonicWALL Administration - Microsoft Internet Explorer == =]
File  Edit ¥iew Favoites Tools Help ﬁ
A Back - o= - @ ) | QSealch (3] Favorites @Med\a @ ‘ %v = -

Address I@ hittp://192.168.40.7 /management. himl j 6) Go

Links @Custumize Links @Free Hotrnail @Winduws Media @Windows

Summary Gonfigure
General |
Log | AddModify TPSec Security Associations

Filter | ; 5 I l
Security Association [toFvS318 =

IPSec Keymg Idode I\KE using Preshared Secret j

_Meoess | Wame [toFvE318
ﬂl Disable This 34 0
DHCP | IPSec Gateway MName or Address |2D?.88 91.82
VPN
AntiVirus | Security policy
MI Eschange: IWI ||
Phase 1 DH Group Im
SA Lifs time (secs) 2800 |
Phase 1 Encryption/Authentication Im

Phase 2 Encryphon.fﬁuthenhcahonIStrung Encrypt and Authenticate (ESP 3DES HMAC MD5) j

Shared Secret Itzd*ﬁSExB

Destination Networks

O TTea thic Db as defairlt rate Far ol Tatarn ot traffin -
Logout STATUS: The log was cleared
|§1 Done ’_’_’_ & Intemnet

Page 4 of 9

SONICWALL>



TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL Devices and Netgear FVS318 Devices
SonicWALL Device Screenshot, VPN Configure Tab, Bottom:

-7} SonicWALL Administration - Microsoft Internet Explorer =] x|

File Edit “iew Favoites Tools Help ﬁ

G Back - = - () at | ChSearch [l Favortes fMedia (4 ‘ - S - =
Address |g'] hittp://192.168.40.1 /management. htral j (‘)GD
Links @ Customize Links @ Free Hotmail @Winduws Iedia @Winduws
T . <]
Phase 1 DH Group Im B
SONICWALL SALifs time (secs) [p5a00
General | Phase 1 Encryption/Authentication Im
Log | Phase 2 EncryptioanumenmcationIStmng Encrypt and Authenticate (ESP 3DES HMAC MDS) 7|
Filter | Shared Secret Itzfi’853xB
oek Destination Networks
Access |
Advanced | © Use this 34 as defavlt route for all Internet traffic

" Destination network obtains IP addresses using DECP through this SA&

LI @ Specify destination networks below
VPN Network Subnet Mask
Anti-Virus | 192.168.0.0 255.255.255.0 K L]
High Availability |

Add Mew Metwark. .. |

Advanced Settings |

Delete This SA

Update | Reset

Logout STATUS: The log was cleared

[@10ore BT

SonicWALL Device Screenshot, VPN Configure Tab, ‘Add New Network’ Button:

} VPN Destination Network - 0] =]

Edit VPN Destmation Network

Networlk [192.168.0.0
Subnetmask  [255.255.255.0

Lipdate | Cancel |
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SonicWALL Device Screenshot, VPN Configure Tab, ‘Advanced Settings’ button:
o Is=] |

‘3 ¥PN Advanced Settings - Microsoft Internet E

Edit Advanced Settings

Enable Eeep Alive

Eequire authentication of local users [

Eequire authentication of remote users [

& Remote users behind VP gateway
€ Remote VP clients with 3LATTTH

Enable Windows MNetworlung
(MetBI0S) broadeast

Apply NAT and firewall rules [
Forward packets to remote VERs [T
Enable Perfect Forward Secrecy [

Phase 2 DH Group IGrnup 1 'l

Default LAN Gateway |D.D.D.D

)24 Cancel

Note that after clicking O you must click Update on the main page to save changes made kere.
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Netgear FVS318 Device Setup

8.
9.

10.
11.

12.
13.
14.

15.

Log into the Netgear FVS318’s Management GUI using a current web browser, such as Microsoft
IE 5.5 or Netscape 6.2. This can be reached at ‘http://x.x.x.X’ (replace x.x.x.x with the LAN IP of
your Netgear FVS318 device).

Click on the VPN Settings’ link on the left side, select an empty radio button, and then click on
the ‘Edit’ button below it. This will open a new screen titled VPN Settings — Main Mode’.

In the ‘Connection Name’ box, enter in a unique name for the VPN tunnel to the SonicWALL
device.

In the ‘Local IPSec Identifier’ box, enter in the FVS318’s WAN IP address.

In the ‘Remote IPSec Identifier’ box, enter in the SonicWALL's WAN IP address.

In the ‘Remote LAN IP Address’, enter in the subnet of the remote SonicWALL’s LAN interface
(example: 192.168.40.0).

In the ‘Remote LAN Subnet Mask’, enter in the subnet mask of the remote SonicWALL’s LAN
interface (example: 255.255.255.0).

From the ‘Secure Association’ drop-down box, select “Main Mode”.

Next to ‘Perfect Forward Secrecy’, select the “Disabled” radio button.

From the ‘Encryption Protocol’ drop-down box, select “3DES”.

In the ‘PreShared Key’ box, enter in the same preshared key you set up on the remote
SonicWALL device for this VPN tunnel.

In the ‘Key Life’ box, enter in “28800” seconds.

In the ‘IKE Life Time’, enter in “28800” seconds.

Click on the ‘Apply’ button in the lower center of the screen to save all changes. When it returns
to the ‘VPN Settings’ screen, make sure the checkbox next to ‘Enable’ is checked.

Reboot the Netgear FVS318

NOTE: Values can and will be different depending upon your networking environment. The
above steps use example data — you will need to substitute your network values where necessary.
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Netgear FVS318 Device Screenshot, ‘VPN Settings’ Screen:

3} NETGEAR Router - Microsoft Intemnet Explorer _(&@x

File Edit “iew Favoites Tools Help ‘

i Back - = - (2D ot | {hSearch [ Favortes {FMedia % ‘ e S0 -

Address I@ hittp:/192166.0.1 j @ Go
Links @Custumize Links @Free Hotrnail @Winduws Media @Windows
___________________________________________________________________________|
NETGEAR FV5313 ProSafe VPN Firewall

o

sy310

Basic Setlings

VPN Settings VPN Settings

Enable | Comnection Local Remote
Security Logs Name IPSec ID IPSec ID
Block Sites [ ~ toSHIAL 207.88.91.82 | 207.88.91.89
Block Service
Add Service
Schedule
E-mail

b

@

alislieiielislneinell
@ ool a|wln =

Router Status
Attached Devices
Set Password
Settings Backup

Diagnostics ﬂl Cancel |

Router Upgrade

Ports

Dynamic DNS

LAN IP Setup

Static Routes
Remote Management

Logout

T @

Page 8 of 9

SONICWALL>

© 2001 SonicWALL, Inc. SonicWALL is a registered trademark of SonicWALL, Inc. Other product and company names mentioned herein may be trademarks and/or registered
trademarks of their respective companies.



TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL Devices and Netgear FVS318 Devices

Netgear FVS318 Device Screenshot, ‘VPN Settings — Main Mode’ Screen:

3} NETGEAR Router - Microsoft Intemet Explorer |

Edit  “iew Favoites Tools Help ‘

File
G Back + = - (D [F] 4| QSeach (EFavaies DMeda 4| The Sb 0 -
Addess [&] hip./32.166.0.1 o] @ho

Links @ Customize Links @ Free Hatmail @Wmdnws edia @Wmdnws
|

NETGEAR FV5318 ProSafe VPN Firewall

Basic Setli ) .
V:f"ge;ir:;'gs VPN Settings - Main Mode

Connection Name ItDSNWL

Security Logs

Block Sites Local IPSec Identifier IZU?.BE.EH a2

Block Service .

Add Service Remote IPSec dentifier |2D?.ES.91 .89

Schedule

Email Rermote LAM IP Address I‘I 92 168 |40 _IU
Remaote LAM Subnet Mask |255 255|255 _ID
Remote VWAN IF Address |2D7‘ 88 il |89

Router Status
Attached Devices Secure Association IMam Mode =

Set Password ;
Settings Backup Perfect Forward Secrecy ' Enabled * Disabled
Diagnostics Encryption Protocal |3DES 'I

Router Upgrade

PreShared Key Itz4*853x8
Key Life |2SSDD Seconds
Ports IKE Life Tirme IZEEUD Seconds

amic DNS
m IP Setup [Tl NETBIOS Enable

Static Routes
Remote Management Angly Cancel

Logout
|@ Done

CT [ @wmwe

Page 9 of 9

SONICWALL>

© 2001 SonicWALL, Inc. SonicWALL is a registered trademark of SonicWALL, Inc. Other product and company names mentioned herein may be trademarks and/or registered
trademarks of their respective companies.



