TECHnotes

SonicWALL VPN with Raptor PowerVPN 6.5

Prepared by SonicWALL, Inc.
06/19/2002
Introduction:
VPN standards are still evolving and interoperability between products is a continued effort. SonicWALL
has made progress in this area and is interoperable with Raptor PowerVPN using IKE as shown below.
Advanced setups are possible but are not covered in this document.

This tech-note assumes the reader has a working knowledge of Raptor PowerVPN management tools
and SonicWALL appliance configuration. This tech-note describes the required steps to set-up a
compatible Security Association on both Raptor PowerVPN and SonicWALL products.

Technical Notes:
SonicWALL has tested VPN interoperability with Raptor PowerVPN version 6.5 and SonicWALL Pro 300
version 6.3.1.0 using the following VPN Security Association information:

Keying Mode: IKE

IKE Mode: Main Mode with No PFS (perfect forward secrecy)
SA Authentication Method: Pre-Shared key

Keying Group: DH (Diffie Hellman) — Group 2

Encryption and Data Integrity: ESP 3DES with SHA1

EXAMPLE:
The network configuration shown below is used in the example VPN configuration. The example will
configure a VPN using 3DES encryption with SHA1and without PFS.

Internet SonicWALL

Raptor PowerVPN 6.5 IP 10.100.30.1

IP 10.100.50.2

|

I IP 192.168.170.1

IP172.18.0.1

Network 192.168.170.0
Mask 255.255.255.0

Network 172.18.0.0
Mask 255.255.0.0
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SonicWALL Configuration

On the SonicWALL, create an SA
Change the IPSec Keying Mode to IKE using pre-shared secret
Name your SA (In this example, Raptor)
Fill in the IPSec gateway (in this example, 10.100.50.2)
Select Group 2 for Phase 1 DH Group
Select 3DES SHA1 for Phase 1 Encryption/Authentication
Select ESP 3DES HMAC SHA1 for Phase 2 Encryption/Authentication
Enter your Shared Secret, (In this example, passwordpasswordpass)
Fill in the appropriate Destination Network (in this example, 192.168.170.0) and Subnet Mask (in this
example, 255.255.255.0)

A Sample Screen shot from SonicWALL firmware version 6.3.1.0 is displayed below
Summary Configure Authentication Service | Local Certificates | CA Certificates

AddToedify TPSec Security Associations

Security Associatioanaptur "l

IP3ec Eeying Iode |IKE using Preshared Secret j

Mame IRathr
Disable This SA

IPSec Gateway Address |1 0.100.60.2

Security policy

Phaze 1 DH Group IGroup 2 'I
34 Life time (zecs) IZBBDD
Phaze 1 Encryption/Authentication |3DES 8 SHAT 'l

Phaze 2 Encryption/ Authentication I Strong Encrypt and Authenticate (ESP 3DES HMAC SHA1)j

Shared Secret |passw0rdpasswurdpass
Destination Networks

" Tse this 54 as default route for all Internet traffic
" Destination network obtains IP addresses using DHCP through this SA
& Specify destination networks below

Metwork Subnet Iask
192 168 170.0 2552552550 K 1]

Add Mew Metwark... |

Advanced Settings. .. |

Delete This 54 |

Update | Reset |
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Click on Advanced Settings

Select Group 2 for Phase 2 DH Group
Click OK

Click Update

A sample screen shot from SonicWALL firmware version 6.3.1.0 is displayed below

Edit Advanced Settings

Tze Aggressive Mode [
Enable Keep Alve [
Eequire authentication of local users [

Eequire authentication of remote users [

% & Remote users behind VP gateway
" Femote VPN clients with 2 ATTTH
Enable Windows MNetwotking
(MetBICE) broadoast

Apply AT and firewall rules
Forward packets to remote WEINs [
Enable Perfect Forward Secrecy [

Phase 2 DH Group I Group 2 vI

Default LA Gateway |EI.EI.EI.EI
WP Termmnated at & LA ¢ DMZ ¢ LAN/DMEZ

e Cancel

Nate that after clicking OK vou must click Update an the main page to save changes mads here.
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Raptor PowerVPN 6.5 Configuration

Create Raptor Gateway
Open up base components
Right click on Network Entities, select New, and select Security Gateway
Name the gateway(in this example, Raptor)
Make sure Type is Security Gateway

raptortestiNetwork Entity\R aptor Properties

General | Security G ateway I In Usze By I

Please enter a name and description and select the Hebwork
E ritity type.
Mame:
Description: I
Tupe: ISEl::urit_l.J (3 atesway j
k. Cancel Help
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Select the Security Gateway Tab

Select the WAN IP address of the raptor firewall from the IP Address pull down menu

Check Enable IKE

Make sure Phase 1 ID is left blank

Click OK

raptortezti M etwork Entity\R aptor Properties EE

General  Securty Gateway | In Use By I

Fleaze enter the addreszs of the Security Gateway and
complete the [KE infarmation.

IP Address: |10.10050.2 |

W Enable IEE [Internet Key Exchange / 1SAKMPE

—IKE FParameters

Phasel ID: |

£ Lertifizate

[Leave Phasel [0 blank to uze [P &ddiezs)

L

% Shared Secret: I

Hewvesd |

ak.

Cancel Help
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Create SonicWALL Gateway
Right click on Network Entities, select New, and select Security Gateway
Name the gateway(In this example, SonicWALL)

Make sure Type is Security Gatewa

raptorteztiNetwork EntityA5W Properties

.

SanictWall

Securty Gatewsy ¥
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Select the Security Gateway Tab
Select the WAN IP address of the SonicWALL from the IP Address pull down menu
Check Enable IKE
Make sure Phase 1 ID is left blank
Select Shared Secret
Enter the same secret you entered on the SonicWALL
Note: Raptor requires this to be at least 20 characters long
Click OK

raptortestiN etwork EntityA5W Properties |

General Security Gateway | In Use By |

Fleaze enter the addrezs of the Security G ateway and
complete the [KE information.

IP Address: [10.100.30.1 |

W Enable IEE [Intemet Key Exchangs / |SAKMP)

—|KE Parameters

Phasel ID: |
[Leave Phaszel [0 blank to uze [P Addreszs)

i Cetificate

[*
% Shared Secret : |passwnrdpasswurdpa$3 Wy

Ok, Cancel Help
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Create Raptor Subnet
Right click on Network Entities, select New, and select Subnet
Enter a Name for the Subnet
Make sure Type is Subnet

raptortezstiM etwork EntitytR aptor-LAN Properties
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Click on the Address Tab
Enter the LAN network and subnet mask which is behind the Raptor
Click OK

raptorteztiNetwork EntityL B aptor-LAM Properties

205.255.255.0

Page 9 of 19

SONICWALL>

© 2001 SonicWALL, Inc. SonicWALL is a registered trademark of SonicWALL, Inc. Other product and company names mentioned herein may be trademarks and/or registered
trademarks of their respective companies.



TECHnotes

SonicWALL VPN with Raptor PowerVPN 6.5

Create SonicWALL Subnet
Right click on Network Entities, select New, and select Subnet
Enter a Name for the subnet
Make sure Type is Subnet

raptortezti N etwork Entitpy\SonicWALL_LAM Properties EHE

B

SonictyALL LAM
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Click on the Address Tab
Enter the LAN network and subnet mask which is behind the SonicWALL
Click OK

raptortezti N etwork Entitpy\SonicWALL-LAN Properties

205.255.0.0
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Edit IKE Policy
Open up the Virtual Private networks folder
Select IKE Policy
Right click global_ike policy, select properties
Select SHA1 for Data Integrity Preference 1%
Select BLANK for Data Integrity Preference 2™
Select 3DES for Data Privacy Preference 1%
Select BLANK for Data Privacy Preference 2
Select Group2 for Diffie-Hellman Preference 1st
Select BLANK for Diffie-Hellman Preference 2™
Enter number of seconds for Time Expiration.
NOTE: This is for Phase One and should match the SonicWALL
Phase One Settings. See page 2

raptorteztAlEKE Policybglobal_ike_policy Properties EE

General |

'&h Fleaze specify the glabal [EE Paolicy.

52 b

Data Inteqrity Preference:;

Ist  [SHaT ~] end |

L

Data Privacy Preference;
1t [3DES ~ ad |

Kl

Diffie-Hellman Preference:

15t I Group?2 j 2nd I

L

Time Expiration: |28500

<]

ak. Cancel Help
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Create VPN Policy
Under Virtual Private Networks
Right Click on VPN Policy, select New, Select VPN Policy
Name the policy
Select IPSEC/IKE for encapsulation protocol

raptortezt\VPH Policy\IP5ec Policy Properties EE

General | IPSECAKE | Timeouts | Options | Advanced | InUse By

&;r;‘;} Fleaze enter a name, description, encapsulation protocal,
'b% and if traffic iz to pass through the prosy services for this
WEM Palicy.

M ame:; IIF'S ec Paolicy

Dezcriphion: IF'hEISE 2

E ncapsulation Protocol: IIF'SEE.-"IKE l%

[T Pass Traffic from the Secure Tunnel ta the Proxy Services
[Required for MAT]

ak. Cancel Help
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Select the IPSEC/IKE Tab
Select SHA1 for Data Integrity Preference 1
Leave Blank for Data Integrity Preference 2™
Select 3DES for Data Privacy Preference 1%
Leave Blank for Data Privacy Preference 2™
Leave NONE for Data Compression
NOTE: This is for Phase Two and should match the SonicWALL
Phase Two Settings. See page 2

raptortezt\WPN PolicyANewYPNFPolicy Properties [Mew] |

General IPSECAKE | Timenutsl Dptinnsl .&dvancedl In Lze E_I,II

Ery Pleaze zelect the integrity, encryption, and comprezzion
‘;&3 algorithrmz Far thiz WPR Policy.

Drata Inteqrity Preference:

15t [SHAT ] and | ~] 3d| ¥

Data Privacy Preference;

1t 2nd | ~] ad | ¥

Data Compression: I <MOME > j

L

Ok, Cancel Help

Page 14 of 19

SONICWALL>



TECHnotes

SonicWALL VPN with Raptor PowerVPN 6.5

Select the Timeouts Tab
Set Lifetime Timeout

raptorteztA\¥PH Policy\IP5ec Policy Properties

2100000

—_
i

A L K1 R K1 13
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Select Options Tab

Select <NONE> for filters(this is not necessary, but if you have problems bringing up the
tunnel make sure <NONE> is selected so filters can be eliminated as the problem)

. raptortestA\¥PH Policytike_default_crypto Properties

Generall IF'SEE.-"IKEI Timeouts  Ophians |.-'-‘-.|:|vanl::edl In ze Eyl

sy

%%‘-} Fleaze specify the filker pou want applied to the WPH Paolicy.

Filter:  [Z42In]d]=

Ok

Cancel

Help
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Select the Advanced Tab

Select Tunnel Mode

Make sure PFS is not checked.

Click OK

NOTE: This is for Phase Two and should match the SonicWALL
Phase Two Settings. See page 3
raptortezst\WPH Policytike_default_crypto Properties

Aol Rterity it b lEta) Fartmn afithe Fackeb| 5]

o ~F=mrib et Fe F abre Farl =t [
L e apl i et gt e SRt S acsel [ |
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Create Secure Tunnel
Right Click Secure Tunnels, select New, and select Secure Tunnel
Name the Secure Tunnel
Select Raptor_LAN for Local Entity
Select SonicWALL_LAN for Remote Entity
Select Raptor for Local Gateway
Select SonicWALL for Remote Gateway
Select IPSec Policy for VPN Policy
Click OK
Click SAVE on the Raptor console.

raptorteztiSecure TunnelASonic'wAlLL-Raptor Properties EE

De=zcriptian | Summary |

®  Pleaze complete the name and description of thiz Secure
# Tunnel and define each end of the tunnel along with the
YPM Policy pou wizh to enforce on this tunnel.

i arme: SonicwalL-B apto

Descrphion: I

Local Enfity: Local 3atewan:

IEE Faptor_LAM j R aptor j
Femote E nkity: Remote Gatewar:

g% Soicwall_LaN x| [@ Saricwall ~]
WM Palicy:

[® IPsec Policy -]

[EE Palicy:

Iglu:uhal_ike_pn:ulin:_l,l [}3

ak. Cancel Help
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Trouble Shooting Tips:

Stop and Start the Raptor firewall if you can’t get the tunnel up

Make sure that you have not defined a phase1 ID for the Raptor or SonicWALL security gateways. See
page 5 and page 7.

Verify that your global_ike_policy settings on Raptor match the Phase one settings on SonicWALL

Verify that your VPN Policy settings on Raptor match the Phase two settings on SonicWALL
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