TECHnotes

Creating IKE IPSec VPN Tunnels between SonicWALL

Devices and Symantec Firewall/VPN Appliances
Prepared by SonicWALL, Inc.
1/09/2003

Introduction
This technote will detail all the steps necessary to create a working IKE IPSec VPN tunnel between a
SonicWALL device and a Symantec Firewall/\VPN Appliance.

This technote assumes that both sides have static IP addresses for the external WAN interfaces, and that
the devices have been pre-configured with unique LAN and WAN IP addresses, as well as default IP
routes. SonicWALL engineering has tested and validated the settings described in this technote. Please
note that all settings and screenshots contained within this technote are taken from a SonicWALL device
running firmware 6.4.0.1, and a Symantec Firewall/VVPN Appliance running firmware 1.5T.

Before You Begin (PLEASE READ)

SonicWALL recommends using firmware release 6.4.0.1 or newer on the SonicWALL device, and
firmware release 1.5T or newer on the Symantec Firewall/VPN Appliance. Customers with new
SonicWALL devices, or devices under a current support contract, can download the newest firmware from
the https://www.mysonicwall.com customer site. Symantec customers can download the newest firmware
for the Firewall/VPN Appliance from the http://www.symantec.com/downloads site.

SonicWALL recommends using the ‘Enable Keep Alive’ feature for any VPN tunnel to a Symantec
Firewall/VPN Appliance. This option has proven useful in many environments where SonicWALLs have a
VPN tunnel to a third-party device, and cuts down on the number of rekeying issues.

Caveats
There are a number of caveats to consider when attempting a VPN tunnel between a SonicWALL device
and a Symantec Firewall/VPN Appliance. Please note the following before you begin:
= Since SonicWALL devices display its “SA Lifetime” field in seconds, be sure to calculate it to
minutes on the Symantec Firewall/VPN Appliance.
= The methods of Dead Peer Detection for SonicWALL devices and Symantec Firewall/VPN
Appliance are not compatible. Make sure that Dead Peer Detection is deactivated on the
SonicWALL device; if it is not deactivated, it may cause problems.
= The NAT Traversal functionality in SonicWALL cannot be used with Symantec Firewall/VPN
Appliance. Make sure that NAT Traversal is deactivated on the SonicWALL device, if it is not
deactivated, it may cause problems.
= [tis not possible to set up an Aggressive Mode VPN tunnel between the two devices when either
side has a dynamically obtained WAN IP address, due to an IKE Identity incompatibility. As noted
above, in order to set up a VPN tunnel between the two devices, each side must have a static
WAN IP address.
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SonicWALL with static WAN IP address, Symantec Firewall/VPN Appliance with
static WAN IP address

This connection scenario requires that both sides have static WAN IP addresses.

SonicWALL Device Setup (6.4.0.1 firmware)
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Log into the SonicWALL’s Management GUI using a current web browser, such as Microsoft |IE
5.5 or Netscape 6.2. This can be reached at ‘http://x.x.x.x'management.html’ (replace x.x.x.x with
the LAN IP of your SonicWALL device).

Click on the ‘VPN’ button on the left side, and then click on the ‘Summary’ tab along the top.
Unclick the checkboxes next to ‘Enable NAT Traversal’ and ‘Enable IKE Dead Peer Detection’.
Click on the ‘VPN’ button on the left side, and then click on the ‘Configure’ tab along the top.
From the ‘Security Association’ drop-down box, choose “-Add New SA-“.

From the ‘IPSec Keying Mode’ drop-down box, choose “IKE using Preshared Secret”.

In the ‘Name’ field, enter a unique name for your VPN tunnel to the Symantec Firewall/VPN
Appliance.

In the ‘IPSec Gateway Address’ field, enter the static IP address of the WAN interface of
Symantec Firewall/NVPN Appliance.

From the ‘Exchange’ drop-down box, choose “Main Mode”.

From the ‘Phase 1 DH Group’ drop-down box, choose “Group 1”.

In the ‘SA Life time (secs) field, enter “28800”

From the ‘Phase 1 Encryption/Authentication’ drop-down box, choose “3DES & SHA1".

From the ‘Phase 2 Encryption/Authentication’ drop-down box, choose “Strong Encrypt and
Authenticate (ESP 3DES HMAC SHA1)".

In the ‘Shared Secret’ field, enter in the shared secret you wish to use for the VPN tunnel to the
Symantec Firewall/VVPN Appliance.

Choose the ‘Specify Destination Networks Below’ radio button.

Click on the ‘Add New Network...’ button.

In the pop-up screen that appears, enter in the subnet and mask that are behind the LAN
interface of the Symantec Firewall/NVPN Appliance, and click on the ‘Update’ button when you are
done.

Click on the ‘Advanced Settings...’ button.

In the pop-up screen that appears, check the ‘Enable Keep Alive’ box and the ‘Try to bring up all
possible SAs’ checkbox below it, and then click on the ‘OK’ button when you are done.

Click on the ‘Update’ button in the lower right hand of the screen to save all changes.

NOTE: Values can and will be different depending upon your networking environment. The
above steps use example data — you will need to substitute your network values where necessary.
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SonicWALL Device Screenshot, VPN Summary Tab:

3 SonicWALL Administration - Microsoft Internet Explorer
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SonicWALL Device Screenshot, VPN Configure Tab, Top:

3 SonicWALL Administration - Microsoft Internet Explorer
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SonicWALL Device Screenshot, VPN Configure Tab, Bottom:

3 SonicWALL Administration - Microsoft Internet Explorer & x|
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" Destination network obtaing IP addresses using DHCP through this SA
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VPN Network Subnet Mask
Anti-Virus | 1%2.168.170.0 255.255.255.0 L i
High Availability | |

Add New Metwark. .

Advanced Settings... |

Delete This SA

Update | Reset

Logout STATUS: Ready
[€] Dane [ mere
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SonicWALL Device Screenshot, VPN Configure Tab, ‘Add New Network’ Button:

<3 ¥PN Destination Netwo - 0] x|

Edit VPN Destmmation Network

Network [192.168.170.0
Subnet mask  [255.255.255.0

Lpdate | Cancel |

SonicWALL Device Screenshot, VPN Configure Tab, ‘Advanced Settings’ button:
B =[S

<} VPN Advanced Settings - Microsoft Intern

Edit Advanced Settings

Enable Eeep Alive
i Try to bring up all possible SAs

Eequire authentication of local users [

Eequire avthentication of remote uzers [0
% Eemote users behind VP gateway
© Eemote VPN clients with 2 ATTTH

Enable Windows MNetworking
(TetBIOS) broadoast

Lpply WAT and firewall rales [
Forward packets to remote VFIMs [0
Enable Perfect Forward Secrecy [
Phase 2 DH Group Im
Default LAY Gateway IEI.EI.D.EI
WP Terminated at © LAN € DMZ & LAN/DMZ

8]%4 Cancel

MNote that after clicking OF you must click Update on the main page to save changes mades here.
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Symantec Firewall/VPN Appliance Setup (1.5T firmware)
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From the VPN’ menu on the left, select ‘Dynamic Key’.

In the ‘Name’ field, enter in the unique name for this tunnel (example: “tosnwl”).

Select the radio button next to ‘Enable’.

From the ‘WAN Port’ drop-down box, select the WAN Port this VPN tunnel will bind to.

From the ‘PPPoE Session’ drop-down box, select the PPPoE session this VPN tunnel will bind to.
Select the radio button next to ‘Main Mode’.

From the ‘Encryption and Authentication’ drop-down box, select ‘ESP 3DES SHAT’.

In the ‘SA Lifetime’ field, enter “480”.

In the ‘Data Volume Limit’ field, leave it at “0”.

. In the ‘Inactivity Timeout’ field, enter “480”.

. Select the radio button next to Perfect Forward Secrecy ‘Disable’.

. From the Local Security Gateway ‘ID Type’ drop-down box, select “IP Address”.

. In the Local Security Gateway ‘Phase 1 ID’ field, enter in the WAN IP address of the Symantec

Firewall/VPN Appliance.

. In the Remote Security Gateway ‘Gateway Address’ field, enter in the WAN IP address of the

SonicWALL device.

From the Remote Security Gateway ‘ID Type’ drop-down box, select “IP Address”.

In the Remote Security Gateway ‘Phase 1 ID’ field, enter in the WAN IP address of the
SonicWALL device.

In the Remote Security Gateway ‘Pre-Shared Key’ field, enter in the preshared key you wish to
use for the VPN tunnel to the SonicWALL device.

Select the radio button next to NetBIOS Broadcast ‘Disable’.

Select the radio button next to Global Tunnel ‘Disable’.

In the Remote Subnet ‘IP’ and ‘Mask’ fields, enter in the IP subnet(s) and mask(s) behind the
SonicWALL device.

Click on the ‘Add’ button.

NOTE: Values can and will be different depending upon your networking environment. The
above steps use example data — you will need to substitute your network values where necessary.
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Symantec Firewall/VPN Appliance, VPN Dynamic Key Screen, Top:
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Symantec Firewall/VPN Appliance, VPN Dynamic Key Screen, Bottom:
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